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How Does MaiLsHeLL ANTI-SpaM WoRk?

For each message, Mailshell Anti-Spam applies checks of its four spam detection engines:
* SpamBulk Engine: 1s the message or similar messages sent in bulk?
 SpamRepute Engine: Do most people want the message?
» SpamContent Engine: Will most people consider the message offensive?
» SpamTricks Engine: Is the message formatted or sent to bypass anti-spam rules or to be economical for spammers?

For every message, the four engines check over a . . .
thousand rules and several locally cached databases. Mailshell Anti-Spam Engine
Mailshell Anti-Spam also creates a fingerprint ID for
every e-mail message and compares it to existing
fingerprints in its databases. Customers can opt to
receive scheduled or real-time rules updates. The
results of all of the engines are combined using
SpamScore, a proprietary Bayesian statistical
formula, into one final spam probability score.

Since spam constantly evolves, the Mailshell
SpamlLabs continuously collects and analyzes millions
of new spam and legitimate messages and user
feedback to tune the rules and databases and adjust
the weighting of existing rules.

Gateway Server Software

Mailshell's gateway software is a transparent SMTP
proxy. It immediately opens a bridged connection
between the incoming SMTP server and the destina-
tion SMTP server, identifies and tags spam messages,
and passes through legitimate email messages. The

current versions are Linux- or Windows-based. Private and Secure
No message ever leaves the network. Email account

passwords are never accessed.

* insert the word “SpamCatcher” at the beginning of
the message’s subject line so that client-side filters
can route according to user preference

Once the software completes its spam-analysis

processing, it can either:
No Maintenance Required

Mailshell Anti-Spam automatically updates itself via
automatic updates. Customers can select update
frequency.

¢ simply delete or bounce the messages with a
“spam score” (i.e. the probability of the message
being spam) greater than X% with X defined by

the system administrator
Easy Configuration and Setup

e Installation Wizard or Command-based
e Complete install and setup in less than one hour

¢ insert an additional header into the email with
that “spam score” so that the email client
(Outlook, etc.) can filter the mail based on that
header and delete, bounce, or route to a ‘junk’
folder, etc. based on the customer’s preference
Reviews AND PRess
ABout MaILSHELL'S ENTERPRISE SuITE “Mailshell is priceless”

Mailshell Anti-Spam SDK, a developers toolkit for software companies looking to add anti-spam software to their Forbes
existing product lines.

Mailshell Hosted Anti-Spam Service, a managed service that protects against spam from a centralized, web- “Mailshell is easy to use”
based service that resides outside the corporate perimeter. No software to install and a simple, web-based @ News.Co
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interface to adjust preferences.
Mailshell Anti-Spam Gateway Server, protects the entire enterprise from spam through server-based policies on One of “the best ways to

the network level. prevent spam”
Mailshell Anti-Spam Desktop for Enterprises, allows individual users to tune spam filtering to meet their needs. THE WALL STREET JOURNAL.
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ScreensHoTS FOR MAILSHELL ANTI-Spam GATEwAY (WinDows VERSION)

@ Mailshell SpamCatcher Gatew ay Admin Console

Logz Help
SMTP Service | Spam Scoring | Approved Senders | Blocked Senders |

Destination SMTP server(s):  Server Port
I Add

localhost 25 Delete |

Stop Sewicel Ok, I Exit | Help |

(0_) Mailshell SpamCatcher Gatew ay Admin Console
Logs Help
SMTP Service  Spam Scaring | Approved Senders | Blocked Senders |

[] Enable Rule Update

Enable Spam Metwork Check
Enable Subject Modification
["] Enable Spam Rejection

["] Enable Spam Flagging

[[] Enable Spam Scoring Timeaout

Modify message subject with spam score greater than: |43 ﬁ

Agoressive Lenient

Stop Sewicel Ok, I Exit | Help |

@ Mailshell SpamCatcher Gatew ay Admin Console

Logz Help
SMTF Service | Spam Scoing  Approved Senders I Blocked Senders |

Messzanes from Approved Senders will never be filkered az spam. You can enter email
addreszes [e.g., joef@yahoo.com) or domains [e.g., yahoo.com); if vou enter a domain,
any addresz (@ that domain will be approved.

ou can import address books.

janed@iyahon. com Add .

Edit ... |
Delete |
Import ... |
Ewport ... |

SEeLecT CuSTOMERS

Federal Trade Commission
The Federal Trade Commis-
sion uses Mailshell software
for all its spam-related
criminal investigations.

ORACLE

Oracle

Mailshell’s Anti-Spam
Gateway is the only anti-
spam solution tested and
approved for use with
Oracle Collaboration Suite.

weblvasher

Webwasher

Webwasher uses Mailshell's
Anti-Spam SDK to provide

spam filtering service in its

MethodMix product line.

Finjan Software

Finjan Software uses
Mailshell’s Anti-Spam SDK to
provide anti-spam
capabilities in its SurfinGate
for E-mail solution.
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Stalker Software, Inc.
Stalker uses the Anti-Spam
SDK to offer an anti-spam
plugin for its CommuniGate
Pro line of email messaging
infrastructure software.



